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[57] ABSTRACT 

A card read and write controller for use in a personal 
computer according to the present invention includes a 
voltage generator for supplying a power voltage to the 
chip-in card when the chip-in card is inserted into a card 
insertion slot; a clock generator for supplying an initial clock 
signal to the chip-in card. A bus interface serves the host 
controller, while a serial port accommodates serial data 
communication with the host controller. A bootable read- 
only-memory (ROM) provides a booting control program, a 
common random -access-memory (RAM) stores operational 
and program data, and a central processing unit (CPU) 
controls activation of a light-emitting-diode (LED) indicat- 
ing the insertion or ejection of the chip-in card, generates the 
interrupt signal, and checks whether data transmitted to the 
card and data received from the card are identical with each 
other to determine that the inserted chip -in card is an 
authorized card for the personal computer system. 

15 Claims, 5 Drawing Sheets 
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PERSONAL COMPUTER HAVING CARD authorized user to gain access to the computer systems when 

READ/WRITE CONTROLLER a primary password is forgotten. In such a conventional 

password protection scheme, however, if an unauthorized 

CROSS-REFERENCE TO RELATED user obtains the password, then unauthorized uses cannot be 

APPLICATIONS 5 prevented Moreover, this password protection scheme may 

.. . . ~ . t also be bypassed by commercially available software devel- 

This application makes reference to, incorporates the „ , /, * u j * « 

. . , , . . ■ , - r opment tools. Further, this protection scheme does not allow 

same herein, and claims all benefits accruing under 35 c , ■ . i- *■ j *u 

TTo^oi.nr 1- c n i operation of desired application programs during the time 

U.S.C. §119 from an application for Personal Computer iU . , . < j . f 

ti • >. j r. jrtu -f ^ .11 i- £i » ■ i unauthorized use program is executed to prevent unautho- 

Havine Card Read/Wnte Controller earlier filed in the . « * *i_ « ^ .i L i_ 

^ t j -in r^rc <** xx mnc j lL in nzecl use or the computer. Consequently, it has been my 

Korean Industrial Property Omce on 31 Mar. 1995 and there 1U , . . 1t c \u * »u 

, . . _, o xt Jof/mnc observation that it is difficult for the user to access the 

duly assigned Ser. No. 7585/1995. t i u . j ^ 

' & computer effectively but a password protection scheme 

BACKGROUND OF THE INVENTION actually diminishes the operational efficiency of the com- 
puter. 

1. Technical Field ^ A more recent technique for restricting unauthorized 
The present invention relates to a personal computer access to the computer system involves the use of an IC card 

system, and more particularly to a personal computer system such ^ that disclosed, for example, in U.S. Pat. No. 5,297, 

having a card read and write controller using a chip-in card 200 for Computer Security System issued to Murray and 

for preventing unauthorized use of the personal computer. UtS< Pati No 5^27^497 f or p re bool Protection Of Unau- 

2. Background Art 20 thorized Use Of Programs And Data With A Card Reader 
As personal computer systems become more accessible to Interface issued to Mooney et al. In Murray '200, for 

public, confidential data on files contained therein is increas- example, a card reader is integrated into a computer system 

in gly susceptible to unauthorized inspection. Accordingly, it for reading data from a memory card and for enabling 

is necessary to ensure that access to such confidential data software to compare with authorization data contained in the 

and systems is restricted to certain authorized users. 25 computer in order to enable or disable further operation of 

Traditionally, many personal computer systems use a physi- the protected program. Similarly, Mooney *497 discloses a 

cal key switch as a means to restrict access to the computer. personal computer system comprising a computer, a 

The mechanical key switch is provided at a keyboard and keyboard, a card interface board having an IC card reader for 

used to disable all keyboard activity. For example, if the key accommodating an IC card used as a means to access the 

switch is manually switched to an unlocked position, the 30 computer system if an authorization code stored in the IC 

keyboard characters are transmitted to the computer. If, on card matches to the code entered by the user. Otherwise, the 

the other hand, the key switch is manually switched to a IC card reader serves to prevent unauthorized use of the 

locked position, the keyboard characters are not transmitted computer. In Mooney '497, however, the authorized user is 

to the computer. This technique, however, fails to provide a required to enter an authorized code before the computer 

practical means of controlling a variety of levels of autho- 35 system can be accessed. If the authorized user forgets his^er 

rized access to given types of data or peripherals. Moreover, authorized code, the forgotten code also renders the com- 

the required manipulation of the mechanical key switch can puter system useless. Accordingly, it has been my observa- 

hardly restrict access to the computer. tion that neither Murray *200 nor Mooney '497 effectively 

Another technique for restricting unauthorized access to utilizes IC card as a means to prevent unauthorized use of 

the computer system involves a software based password 40 the personal computer system. Consequently, I have discov- 

feature in which the password from a user is required in e red a need for improving a construction of a card read/write 

order to gain access to the computer systems. Typically, only controller for efficiently accommodating an IC card as a 

authorized users are assigned a password. Each time the user means for preventing unauthorized use of the personal 

wishes to use the computer system, he/she must first enter computer system. 

the password through an keyboard. If the computer system 45 SUMMARY OF THE INVENTION 
recognizes the password as valid, the user will be permitted r , . r , 
to access the data and/or execute the programs stored . Accordingly, it is therefore an object of the present 
therein. Persons not entering a valid password are unable to mention to provide an improved computer system and 
access the data or program information. In this way, the P rocess enablm & operational use of that computer system, 
password protection scheme protects the propriety or con- 50 11 15 another °^ ect t0 P r0Vlde a computer system and 
fidential information retained by the computer system and P rocess ca P able of preventing unauthorized use of the corn- 
prevents unauthorized use. A variation of this password P uter usin S a cm P- in card. 

protection scheme is disclosed, for example, in U.S. Pat. No. u * y et another object to provide a computer system and 
5,097,506 for Keyboard PasswordLock issued to Kaiser. To process capable of preventing unauthorized use of the corn- 
maintain the integrity of the password protection system, 55 P uter bv controlling data input of an input device such as a 
however, authorized users are commonly instructed to keyboard or a mouse, in accordance with the insertion or 
refrain from writing or otherwise recording their passwords. ejection of a chip-in card. 

Although this procedure prevents unauthorized users from It is still another object to provide a personal computer 
accessing the computer systems, however, the authorized system and process capable of preventing unauthorized 
users must memorize their passwords; otherwise, a forgotten 60 access to certain programs of the computer in dependence 
password renders a computer useless. In order to extend the upon an insertion or ejection of a chip-in card, while 
benefits of password protection to a forgetful user, many concomitantly allowing operation of other programs con- 
computer manufacturers such as those disclosed, for tained in the computer. 

example, in U.S. Pat. Nos. 5,091,939 and 5,226,080 for It is still yet another object to provide a personal computer 

Method And Apparatus For Password Protection Of A 65 system having a card read/write controller constructed to 

Computer issued to Cole et al., provide a secondary pass- enhance the reliability of signal transmission between a 

word by way of telephone for allowing the forgetful but chip-in card and the computer. 
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These and other objects of the present invention may be a chip-in card has been inserted into a card insertion slot of 

achieved according to the principles of the present invention the card read/write unit as shown in FIG. 2; 

with a personal computer system constructed with a card FIG. 5 is a flowchart of an unauthorized use interrupt 

read and write unit havmg a card reception slot, for deter- romine of , centra , for prevemin g unauthorized 

naming , whether a chip-in card is inserted into the reception 5 usg of (he ter in de dence wh s ether a chi in 

slot and for determ.mng whether the inserted card is autho- car(J has been £^ J Q rf £ and wrjte J ^ 

nzed for enabling an operator to access to the computer , * pip 2- H 

system in dependence upon the insertion or ejection of the s own in ' ' an 

chip-in card. A card read and write controller is electrically FIG - 6 fe a flowchart illustrating a main program having 
connected to the card read and write unit to generate an an interrupt function for preventing unauthorized use of the 
interrupt signal indicating the insertion or ejection of the computer in the central controller as shown in FIG. 2. 
chip-in card, and for controlling the reading and writing of DFTATI FD nF^rRTPTTOM OF TWF 
information on the chip-in card through the card read and SSSSS? 
write unit. An input device such as a keyboard or a mouse, FKthhKKED EMBODIMENT 
allows the operator to input data and commands to the 15 Referring now to the drawings and particularly to FIG. 1, 
computer system, while a host controller is connected to the which illustrates a personal computer system constructed 
card read and write controller in order to lock the keyboard according to the principles of the present invention. The 
and thereby prevent input of data and commands to the personal computer system of FIG. 1 includes a main corn- 
computer system and thus prevent unauthorized use of the puter body 10, a monitor 12 and input devices such as a 
computer system, and to unlock the keyboard to allow data 2Q keyboard 14 and a mouse 16. The main computer body 10 
to be received from the keyboard by the computer system in includes auxiliary memory devices such as a 3.5" floppy 
dependence upon reception of the interrupt signal. disk drive 18, a 5.25" floppy disk drive 20, a hard disk drive 
A card read and write controller as contemplated by the (not shown), and a card read/write unit 22 having a chip-in 
present invention, may be constructed with a voltage gen- card insertion slot 23. A light emitting diode (LED) or lamp 
erator for supplying voltage to the chip-in card when the 2 s & installed in card read and write unit 22, and floppy disk 
chip-in card is inserted into the card insertion slot, a clock drives 18 and 20, respectively, to indicate the use status 
generator for supplying an initial clock signal to the chip-in therewith. 

card, a bus interface for bus interface with the host controller The chip-in card as contemplated by the present invention 
and a serial port for serial data communication with the host is generally referred to as an IC card, an electronic card, a 
controller. A bootable read-only-memory (ROM) has a boot- 30 smart card or a memory card. The chip-in card is a conven- 
ing control program, a common random-access-memory tional plastic card containing an integrated circuit installed 
(RAM) stores operational and program data, and a central in the plastic card and having a liquid crystal display section 
processing unit (CPU) activates operational control of a and battery installed on one side for enabling an operator to 
light-emitting<liode (LED) indicating the insertion or ejec- inquire and provide a visual display of the information 
tion of the chip-in card, generates the interrupt signal, 35 contents of the card's memory. Such an IC card also contains 
checks whether data transmitted to the card and data read only memory (i.e., a ROM), a random access memory 
received from the card are identical with each other, and (i.e., a RAM), a central processing unit (i.e., 
recognizes that the inserted chip-in card is an authorized microcomputer), a plurality of connectors (usually eight 
card for the personal computer system. In accordance with contacts) connecting to a terminal in accordance with ISO 
the principles of the present invention, it is preferable that 40 standards (International Standardization Organization) for 
the clock signal is supplied to the chip-in card through a supplying power and enabling data processing, and a non- 
damping resistor installed in the card read and write con- volatile memory capable of storing information such as, for 
troller so that signal transmission can be enhanced. example, personal identification of the operator. 

The present invention is more specifically described in the Turning now to FIG. 2, the personal computer system 

following paragraphs by reference to the drawings attached 45 constructed according to the principles of the present inven- 

only by way of example. tion includes a card read/write unit 22 for detecting the 

BRIEF DESCRIPTION OF THE DRAWINGS insertion or ejection of a chip-in card 24 and providing 

. . . electrical connections to the chip -in card, a card read and 

A more complete appreciation of the present invention, WfUe 26 for generating an interrupt according to 

and many of the attendant advantages thereof, will become 5Q a detcction s[ x cd from ^ cafd ^ ^ Wfitc 

readily apparent as the same becomes better understood by unit 22 and mntmm% thc rcadi and writing of informa _ 

reference to the following .detailed description when con- ^ th h card rcad and ^ uni| ^ and a ccntra , 

sidered m conjunction with the accompanying drawings in controller 28 for rcccivi thc int t gener ated from card 

which like reference symbols indicate the same or similar read and wrfte nntioMct 26 and controlling the input of 

components, wherein: 55 commands and information from at least one input device 

FIG. 1 illustrates a personal computer system including a such as a ke yboard 14 or a mouse 16 in order to allow 
chip-in card read and write unit constructed according to the authorized access or deny unauthorized access to the corn- 
principles of the present invention; puter Here> when the chip _ in card 24 is inserted int0 the card 

FIG. 2 is a block diagram illustrating the structure of a insertion opening or slot 23 of the card read and write unit 

personal computer system including the card read and write 60 22 but subsequently ejected from the card insertion slot 23 

unit as shown in FIG. 1; if tne inserted card 24 is determined as an unauthorized or 

FIG. 3 illustrates a detailed circuit construction of a invalid card, the host controller 28 receives the interrupt and 

chip-in card, a card read and write unit and a card read and prevents the input of commands and information from the 

write controller of the personal computer system constructed input devices to deny access the computer. When the chip-in 

according to the principles of the present invention; ss card 24 is inserted into the card insertion slot 23 of the card 

FIG. 4 is a flowchart of a card insertion interrupt routine read and write unit 22 and is maintained inserted in the card 

of a card read and write controller for determining whether insertion slot 23 when the inserted card 24 is determined as 
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an authorized or valid card, the host controller 28 receives 
the interrupt and allows the input of commands and infor- 
mation therefrom in order to access the computer and output 
a processing result to the monitor 12. 

FIG. 3 illustrates a detailed circuit construction of a 
chip-in card 24, a card read/write unit 22 and a card 
read/write controller 26 of the personal computer system 
according to the present invention. Generally, the chip -in 
card 24 for use in the personal computer system may be 
classified as being one of two different types. The first type 
is active -type known as an integrated circuit (IC) card which 
is provided with a microcomputer and a memory, while a 
second type is a passive-type containing a memory but not 
microcomputer and is known simply as a memory card. 
Typically, the physical shape, and dimensions are standard- 
ized according to the International Standardization Organi- 
zation. For the sake of convenience, however, the chip-in 
card 24 as shown in FIG. 2 represents an IC card comprising 
a central processing unit (CPU) 240, EEP ROM 21 for 
storing operating program to perform electrical writing and 
erasing, when the chip-in card 24 is inserted into the card 
insertion slot 23 of the card read/write unit 22, and RAM 244 
for working storage. The connector terminal 248 is formed 
of eight conductors CI through C8 of which CI represents 
a supply voltage (Vcc) input terminal, C2 represents a reset 
(RST) signal input terminal, C3 represents a clock (CLK) 
signal input terminal, C5 represents a ground (GKD) 
terminal, C6 represents an EEPROM drive voltage (Vpp) 
input terminal, C7 represents a data input/output (I/O) 
terminal, and C4 and C8 represent reserved terminals. 

As shown in FIG. 3, when the chip-in card 24 is in use, 
electric power (0 V, +5 V) is supplied to the CPU 240 by way 
of the terminals C4 and C8 when the chip-in card 24 is 
inserted into card insertion slot 23 of the card read/write unit 
22. A reset pulse and a clock signal are also supplied to the 
CPU 240 through the connector C7 and connector C6. Serial 
data exchange between the CPU 240 and the card read/write 
controller 26 is performed through the connector C2. The 
remaining connectors CI and C3 are extra contacts. In 
addition, the CPU 240, the ROM 242 and RAM 244 are 
interconnected through data bus so that the CPU 240 can 
control operations of each constituent element. 

Card read and write unit 22, on the other hand, includes 
a detection switch (SW) which is triggered upon detection of 
signals received from the chip -in card 24 when the chip-in 
card 24 is inserted into the card insertion slot 23, an LED 
indicator lamp which is lit when the chip -in card 24 is 
inserted, remains unlit when the chip -in card 24 is not 
inserted, or turns off when the chip-in card 24 is ejected from 
the card insertion slot 23. In addition, the card read and write 
unit 22 also contains contact terminals for electrically con- 
necting to the pins of inserted card 24. Here, the card read 
and write unit 22 may be provided with a loading motor (not 
shown) for actuating the insertion and ejection of the chip-in 
card 24 as the chip-in card 24 is being inserted into the card 
insertion slot 23 by an operator. 

Card read and write controller 26 is constructed with a 
central processing unit (CPU) 260 including a read-only- 
memory (ROM) for storing application or main programs, a 
random-access-memory (RAM) for storing data generated 
from operating the application programs, a boot read-only- 
memory (ROM) 262, a common random- access- memory 
(RAM) 264, an RS 232C port 266, an ISA-BUS interface 
268, a voltage generator 270 and a clock generator 272 for 
supplying an initial clock signal and the voltages VCC and 
VPP to the contact terminals of the card read and write unit 
22 for use with the chip-in card 24 when the chip-in card 24 
is inserted into the card insertion slot 23. 
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Card read and write controller 26 is installed in the main 
computer body 10, and connected to the card insertion slot 
23 of card read and write unit 22 by multi-wiring and to host 
controller 28 through the ISA-BUS interface to allow data 
communication. Clock generator 272 includes an oscillator 
(OSC), a bead and a damping resistor. Here, the damping 
resistor is designed to enable the clock signal generated from 
the oscillator to be securely provided to the chip-in card 24 
in order to enhance the reliability when the clock signal is 
transmitted. CPU 260 controls the turning on/off of the LED 
indicator lamp according to the detection signal generated 
from the detection switch (SW), generates an interrupt signal 
for preventing the unallowed use and a reset signal for 
resetting the. In addition, the CPU 260 also checks whether 
data transmitted from CPU 260 to the chip -in card 24 and 
data received from the chip -in card thereto are identical to 
each other and recognizes that only when different, the 
inserted chip-in card is an unauthorized or otherwise valid 
card for the personal computer system. Accordingly, the 
CPU 260 can receive reliable data at the time of signal 
transmission from the chip-in card. The card read and write 
controller 26 is connected to card read/write unit 22 by 
multi-wirings and connected to host controller 28 by an 
RS232C serial data transmission technique to allow data 
communication. The interrupt signal generated from the 
CPU 260 is transmitted to host controller 28 in order to 
initiate an unauthorized use interrupt routine for preventing 
unauthorized use of the computer system. 

The host controller 28 includes a central processing unit 
(CPU) of the personal computer system, for performing an 
unauthorized use interrupt routine in order to prevent unau- 
thorized use of the computer system, if an eject interrupt is 
supplied from card read and write controller 26 to control the 
computer system, when there is no chip-in card 24 inserted 
or when the chip-in card 26 is ejected. That is, the host 
controller 28 prevents the input of commands through 
keyboard 14 or mouse 16. Here, in order to enhance the use 
efficiency of the computer, the unauthorized use can be 
prevented by the interrupt function during performing a 
main program so that any other desired application programs 
can be performed while the unauthorized use is prevented. 

Turning now to FIG. 4, which illustrates a card insertion 
interrupt routine for determining whether a chip- in card 24 
has been inserted into the card read and write unit 22. When 
the chip-in card 24 of FIG. 2 is inserted into the card 
insertion slot 23 of the card read and write unit 22, the 
detection switch (SW) is turned on, and the card read and 
write controller 26 determines whether the chip -in card 24 is 
inserted at step 400. Once the chip-in card 24 is inserted at 
step 400, card read and write controller 26 determines 
whether the inserted card 24 is maintained inserted in the 
card insertion slot 23 or ejected from the card insertion slot 
23 at step 410 according to a detection signal output from 
card read and write unit 22. If the inserted card 24 is 
maintained inserted, the LED of card read and write unit 22 
is turned on at step 412 which allows the card read and write 
controller 26 to generate a card insert interrupt at step 416. 
If, on the other hand, the inserted card 24 is ejected from the 
card insertion slot 23 of the card read and write unit 22, the 
detection switch is turned off, thereby enabling card read and 
write controller 26 to maintain the LED of card read and 
write unit 22 in an off state at step 414. After that, card read 
and write controller 26 generates a card ejection interrupt at 
step 416 and terminates the interrupt routine. 

Referring now to FIG. 5, which illustrates an unautho- 
rized use interrupt routine for preventing unauthorized use 
of the computer in dependence upon whether a chip-in card 
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24 has been inserted into the card read and write unit 22 as 
shown in FIG. 2. After an interrupt signal representing either 
a card insert interrupt or a card eject interrupt is generated 
from card read and write controller 26, the host controller 28 
determines whether the interrupt signal received from the 
card read and write controller 26 at step 510 is one of a card 
insert interrupt or a card eject interrupt. When the interrupt 
signal received from card read and write controller 26 is a 
card insert interrupt which indicates that the chip-in card 24 
is maintained inserted in the card insertion slot 23 of card 
read and write unit 22, the host computer 28 allows the input 
of the keyboard 14 or the mouse 16 at step 512 in order to 
gain access to the personal computer and to make complete 
use of the personal computer at step 514. When the interrupt 
signal received from card read and write controller 26 is a 
card ejection interrupt which indicates that the chip-in card 
24 is ejected from the card insertion slot 23 of card read and 
write unit 22, however, the host computer 28 prevents the 
input from the keyboard 14 or the mouse 16 at step 516 in 
order to prevent unauthorized use of the computer at step 
518. After performing steps 514 and 518, the program 
terminates. 

Referring now to FIG. 6, which illustrates the relationship 
between the unauthorized use prevention program and the 
application program currently executed by a host controller 
28 in order to enhance the operational efficiency of the 
computer. The host controller 28 of FIG. 2 checks whether 
the interrupt signal is generated from the card read and write 
controller 26 during performance of a main application 
program at step 610. If the interrupt signal is generated from 
the card read and write controller 26, the host controller 28 
determines whether any other application program is per- 
formed at step 612. If any other application program is 
performed, a flag value of 1 is set at step 614, and then the 
interrupt routine for preventing the unauthorized use as 
shown in FIG. 5 is performed at step 616 in order to lock or 
unlock the input from the keyboard or the mouse. When no 
application program is performed at step 612, however, a 
flag value of 0 is set at step 622, and then the interrupt 
routine for preventing the unauthorized use at step 616 is 
performed. 

If on the other hand, the interrupt signal is not generated 
at step 6 10, step 618 is performed. Next, the flag value is 
checked at step 618. If the flag value indicates 1, the 
application program in process continues to be performed. 
When the performance is completed, the flag value of 0 is set 
at step 620. When the flag value indicates 0, at step 618, the 
input of orders through keyboard 14 or mouse 16 remains 
stand by at step 624. 

According to the present invention, the chip-in card can 
effectively be used to control the input of the input device 
such as a keyboard as a means to prevent unauthorized use 
of the computer system. That is, an interrupt generated by 
the insertion or ejection of the chip-in card can control the 
input of the input device. Thus, the present invention con- 
templates on the insertion of a chip-in card as a mechanism 
to allow or prevent input of the keyboard or mouse in order 
to control access to the computer. The structure as contem- 
plated by the present invention is simple and very economi- 
cal. Moreover, the interrupt method can be performed while 
other application programs are being concomitantly per- 
formed in order to enhance the operational efficiency of the 
computer system. 

While there have been illustrated and described what are 
considered to be preferred embodiments of the present 
invention, it will be understood by those skilled in the art 
that various changes and modifications may be made, and 
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equivalents may be substituted for elements thereof without 
departing from the true scope of the present invention. In 
addition, many modifications may be made to adapt a 
particular situation to the teaching of the present invention 

5 without departing from the central scope thereof Therefore, 
it is intended that the present invention not be limited to the 
particular embodiment disclosed as the best mode contem- 
plated for carrying out the present invention, but that the 
present invention includes all embodiments falling within 

io the scope of the appended claims. 
What is claimed is: 

1. A computer system, comprising: 

a card read and write unit having a card reception slot and 
a detection switch, for detecting whether a chip-in card 
15 is inserted into said card reception slot and for deter- 
mining whether the inserted card is authorized for 
enabling an operator to access to the computer system 
in dependence upon the insertion or ejection of said 
chip- in card; 

20 a card read and write controller electrically connected to 
said card read and write unit, for generating an interrupt 
signal in dependence upon only the insertion or ejection 
of said chip-in card, and for supplying an initial clock 

^ signal to said chip- in card; 

input means for allowing the operator to input data to the 
computer system; and 

a host controller electrically connected to said card read 
and write controller, for locking said input means from 

30 inputting data to the computer system to prevent unau- 
thorized use of the computer system, and for alterna- 
tively unlocking said input means to allow the input of 
data from said input means to gain access to the 
computer system in dependence upon only the recep- 

35 tion of said interrupt signal. 

2. The computer system of claim 1, further comprised of 
said card read and write unit comprising a light-emitting- 
diode for alerting the operator of the insertion or ejection of 
said chip-in card. 

40 3. The computer system of claim 2, wherein said card read 
and write controller comprises: 
a voltage generator for supplying the voltage to be used 
for said chip-in card; 

a clock generator for supplying the initial clock signal to 
45 said chip -in card; 

a bus interface for bus interface with said host controller; 
a serial port for serial data communication with said host 
controller; 

50 a boot read-only-memory having a booting control pro- 
gram; 

a common random-access-memory for storing data; and 
a central processor for controlling operation of the light- 
emitting-diode of said card read and write unit to 

55 inform the operator whether the chip-in card is inserted 
or ejected from the card insertion slot in response to 
said detection signal generated from said detection 
switch, for generating said interrupt signal, and check- 
ing whether data transmitted to the chip-in card and 

60 data received from the chip -in card are identical to 
determine whether the inserted chip-in card is an autho- 
rized card for said personal computer system. 

4. The computer system of claim 3, wherein said clock 
signal is supplied to said chip-in card through a damping 

65 resistor installed in said card read and write controller. 

5. The computer system of claim 4, further comprised of 
said interrupt signal representing a card insertion interrupt 
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when the inserted card is maintained in place in tbe reception 
slot of said card read and write unit. 

6. The computer system of claim 4, further comprised of 
said interrupt signal representing a card ejection interrupt 
when the inserted card is ejected from the reception slot of 5 
said card read and write unit. 

7. The computer system of claim 5, further comprised of 
said host controller locking the keyboard when said interrupt 
signal represents a card ejection interrupt, and alternatively 
unlocking the keyboard when said interrupt signal represents 10 
a card insertion interrupt. 

8. The computer system of claim 7, further comprised of 
said card read and write unit comprising a light -em it ting- 
diode for alerting the operator of the insertion or ejection of 
said chip-in card. 15 

9. A computer system, comprising: 
an operator input device; 

a chip-in card; 

a card reader having a reception slot and an indicator for 2Q 
indicating whether the chip-in card is inserted into the 
reception slot; 

a controller for controlling the locking and unlocking of 
said operator input device to prevent unauthorized use 
of the computer system in dependence upon only 2 s 
whether the chip-in card is inserted or ejected from the 
reception slot, said controller comprising: 
a voltage generator for supplying a power voltage to be 

used for said chip-in card; 
a clock generator for supplying an initial clock signal to 30 

said chip-in card; 
a boot read-only-memory containing a booting control 

program for booting the computer system; 
a common random- access-memory for storing data 
received from the chip-in card and data to be trans- 35 
mitted to the chip-in card; and 
a central processing unit for controlling operation of the 
light-emitting -diode of said card read and write unit 
to inform the operator whether the chip -in card is 
inserted or ejected from the card insertion slot, and 40 
for checking whether data transmitted to the chip -in 
card and data received from the chip-in card are 
identical to each other for determining whether the 
inserted chip-in card is an authorized card for said 
computer system. 45 

10. The computer system of claim 9, wherein said con- 
troller prevents unauthorized use of the computer system by: 

controlling said card reader to determine whether the 
chip-in card is inserted into said reception slot; 

when the chip-in card is inserted into said reception slot, 50 
determining whether the inserted card is the authorized 
card for enabling an operator to access to the computer 
system in dependence upon only the insertion or ejec- 
tion of said chip-in card; 

generating an interrupt signal in dependence only upon 55 
the insertion or ejection of said chip-in card; 

allowing the operator to input commands and information 
through said operator input device to gain access to the 
computer system when said interrupt signal represents 
the insertion of said chip-in card; and 



locking said operator input device from inputting com- 
mands and information to the computer system thereby 
preventing unauthorized access to the computer system 
when said interrupt signal represents the ejection of 
said chip-in card. 

11. The computer system of claim 10, further comprised 
of said interrupt signal representing a card insertion interrupt 
when the inserted card is maintained in place in the reception 
slot of said card reader. 

12. The computer system of claim 11, further comprised 
of said interrupt signal representing a card ejection interrupt 
when the inserted card is ejected from the reception slot of 
said card reader. 

13. The computer system of claim 12, further comprised 
of said controller preventing unauthorized access to one type 
of programs stored in the computer system when said 
chip-in card is ejected from the receiving slot of said card 
read and write unit while concomitantly permitting execu- 
tion of another type of programs stored in the computer 
system. 

14. A method for preventing unauthorized use of a per- 
sonal computer system having an operator input device, a 
card reader having a reception slot for receiving a data card, 
and a host processor for storing a main program and an 
unauthorized use interrupt routine, said method comprising 
the steps of: 

executing said main program after the computer system is 
booted; 

controlling said card reader to determine whether the data 
card is inserted into the reception slot of said card 
reader; 

when said data card is inserted into or ejected from said 
reception slot, executing said unauthorized use inter- 
rupt routine to determine whether the inserted data card 
is an authorized card for enabling an operator to access 
to the computer system; 

generating an interrupt signal in dependence only upon 
whether the inserted data card is maintained in position 
of the reception slot or ejected from the reception slot 
of said card reader; 

temporarily disabling operation of said main program; 

allowing the operator to input commands and data 
through said operator input device to access to the 
computer system in response to said interrupt signal 
when said interrupt signal indicates that the inserted 
data card is maintained in position of the reception slot 
of said card reader; 

alternatively, locking said operator input device to prevent 
the operator from accessing the computer system in 
response to said interrupt signal when said interrupt 
signal indicates that the inserted data card is ejected 
from the reception slot of said card reader; and 

resuming to execute operation of said main program. 

15. The method of claim 14, further comprised of said 
card reader comprising a light-emitting-diode for alerting 
the operator of the insertion or ejection of said IC card. 
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